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CONG NGHE, SAN PHAM VA DOI SONG

AN NINH MANG VA THACH THUC DOI VI HE THONG INTERNET VAN VAT

TS Pham Ngoc Minh, ThS Ha Thi Héng Van

Vién Céng nghé Théng tin, Vién Han Ilam Khoa hoc va Céng nghé Viét Nam
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Viéc (rng dung céng nghé Internet van vat (loT) trong nhiéu linh viee nhw lwéi dién théng minh, giam
sat moi trwong, y té, san xuét, logistics... khién nguy co’ an ninh mang gia tang. Dac biét, dic diém
dong va da dang cta cac két ndi loT cling v&i han ché vé tai nguyén dit ra thach thirc I&n vé bao mat.
Bai viét cung cap cai nhin tdng quan vé sw phat trién cta loT va nguy co’ an ninh mang lién quan, tir
dé dwa ra khuyén nghi vé viéc bao vé cac hé théng loT trong twong lai.

Xu huéng phat trién cia cong nghé Internet van vat

Theo moét cudc khado sat vao thang 12/2020, s lwong
thiét bi két ndi loT trén toan thé gi¢i vao ndam 2019 14 7,74
ty va du kién vwot qua 25 ty vao nam 2030. Dén cudi
nam 2022, sé lwong thiét bi loT truc tuyén da dat 13,1
ty, vwot qua cac dy bao dwoc dwa ra trwdc do. Tong sb
thiét bi loT, cdm bién va co cAu chép hanh, ké ca nhirng
thiét bi khong két ndi truc tiép véi Internet, wéc tinh dat

gan 43 ty (hinh 1) [1].
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Hinh 1. Dw kién sw tang trwéng toan cau cla cac thiét bi két ndi
Internet van vat giai doan 2019-2030 dwoc phan loai theo giai phap
truyén théng [1].

Coéng nghé mang 5G v&i bang théng rong, do tré
thdp va kha nang két néi nhiéu thiét bj hon dang thuc
day manh mé s phat trién cta loT. Cac giao thirc nhw
Zigbee, LoRa va NB-loT déng vai tro quan trong: Zigbee
cho loT tiéu thu it nang lwgng va truyén di liéu thm ngén;

'

LoRa cho loT céng nghiép va noéng nghiép véi truyén
théng tAm xa va tiéu thu it nang lwong; NB-loT cho két
ndi thiét bj loT v&i tiéu thu nang lwong thap va vang pha
séng réng. Xu hwéng hién nay cda loT bao gdbm quéan ly
tir xa hang nghin thiét bi, dwa trén phan tich di liéu va tri
tué nhan tao (Al) dé tbi wu héa quy trinh va ra quyét dinh
théng minh. Céng nghé dién toan dam may hé tro lwu triv
va xtr ly di liéu manh mé, giup mé& rong quy mé dich vu
loT linh hoat. Nhitng xu hwéng nay cho thay, loT dang
ngay cang phat trién va tré thanh mot phan khong thé
thiéu trong céc linh vuc doi séng va céng nghiép.

Nhan dién va danh gia cac nguy co de doa an ninh
mang doi voi Internet van vat

Mét sé cube tan céng vao cdc hé théng loT céng
nghiép
Hé thdng loT cong nghiép dang di mat véi nhiéu
mébi de doa bdo mat nghiém trong. Céac tan cong ti chéi
dich vu (Distributed denial of service - DDoS) lam qua tai
cac thiét bi loT, gay ra tinh trang té liét hodc gidm hiéu
suét. TAn cong Man-in-the-Middle (MitM) cho phép ké tan
cong chan va thay dbi dir liéu truyén gitra cac thiét bi, dan
dén mét thong tin va gidm dd tin cay. Phan mém doc hai
nhuw virus va ransomware cé thé 1ay nhiém, pha hdy hoéc
chiém quyén kiém soat thiét bi, gay mat di liéu va gian
doan hoat dong.
Dau thang 4/2022, nhém tin tdc Voodoo Bear tan cong
hé théng tram bién ap cao 4p, may tinh va thiét bi mang
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anh hwdng dén san xuét, giao hang
cla cac khach hang Ién la cac cong
ty cong nghé hang dau. Thiét hai
tai chinh woc tinh khoang 170 triéu
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USD, bao gém chi phi khéi phuc
hé thdng, ton that san xuat va anh
hwéng doanh thu. Sy ¢ nay lam néi
bat rdi ro bdo mat ma cac nha san
xuét céng nghé cao phai dbi mat
va nhan manh tdm quan trong cla
an ninh mang trong san xuat cong
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Hinh 2. So db tan cong tir chéi dich vu trén hé thdng Internet van vat, str dung botnet dé
tn cong may chi quan ly thong tin cua thiét bi Internet van vat, tir do tiép can va kiém soat

co s& dir liéu va mang két néi [5].

& Ukraine bang bién th& mdi clia phdn mém doc hai
Industryer gay gian doan cung cép dién va thiét hai Ion
cho mang va may tinh. Cudc tan coéng la mét phan cda
chién dich mang c6 t6 chirc nham vao céc co sé ha tang
quan trong cta Ukraine, cho thay mirc d6 nguy hiém va
tinh vi ctia cac mdi de doa an ninh mang hién nay [2]

Ngay 19/3/2019, Nha may nhém Norsk Hydro tai My
bi tAn cong mang bang phan mém téng tién, gay dinh tré
nhiéu hoat ddng san xuat. Cac hé thdng may tinh va diéu
khién tw dong bi vo hiéu hoa, budc céng ty phai chuyén
sang san xuét thu cong, lam gidm nang suét va tang
nguy co I6i. Tinh trang nay kéo dai nhiéu ngay, gay gian
doan chudi cung ¢ng va giam san lwgng nhém. Norsk
Hydro phai dau tw I&n dé khoi phuc hé thdng, véi tong
thiét hai tai chinh wéc tinh 52 triéu USD. Sy ¢b nay canh
bao vé& mirc dd dé bi tén thwong clia co' s& ha tang cong
nghiép trwdc cac cudce tAn cong mang [3].

Nam 2018, Nha may san xuét chip TSMC & Dai Loan
(Trung Quéc) bi tAn céng mang nghiém trong, virus
WannaCry ransomware lan nhanh trong hé théng may
tinh. Sw ¢b nay lam dinh tré hau hét cac day chuyén
san xuét trong ba ngay, gay gian doan nghiém trong va
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nghiép [4].

Cac nguy co de doa an ninh
mang trong hé théng Internet van
vat

Cac hinh thérc tAn cong vao hé
théng loT d&t ra thach thérc 16n vé
bdo mat, doi héi bién phap bdo vé
manh mé. Dac biét la cac hinh thirc
tn cong chd yéu nhu: i) Tan cong
DDoS lam ngéap lut hé théng bang
lwong 1én yéu ciu tir nhiéu ngudn,
khién hé thdng qua tai va ngirng hoat dong, gay gian
doan dich vu (hinh 2); i) TAn cdng MitM can thiép vao
giao tiép gitra hai thiét bi 10T, nghe trém va stra dbi théng
tin trao d6i, dan dén danh cép thong tin nhay cdm hoac
hanh dong gia mao; iii) TAn cong vao thiét bj dau cuébi
khai thac 16 héng trong phan cirng hodc phan mém cla
thiét bi loT dé chiém quyén diéu khién, thuc hién hanh
dong doc hai nhw kiém soat tir xa va thu thap théng tin
ngwdi dung; iv) TAn cong bang phadn mém doc hai: ké
tAn cong cai dat phan mém doc hai vao thiét bj loT dé
lay cap théng tin nhay cdm, ho&c bién thiét bj thanh mét
phan ctia mang botnet.

a X = 2 - ~ Ve a
Mot so 1o hong an ninh trong hé thong Internet van vat

Lé héng phén cirng va phan mém trong Internet
van vt

Céc thiét bi loT dang dbi mé&t véi nhiéu 16 hdng bao
mat, de doa tinh bao mat va sw riéng tw clia ngwdi dung
nhw: (i) Phan cirng: ma héa yéu khién dir liéu dé bj danh
cap. Thiét bi thwong thiéu kha nang chdng lai cac cudc
tan céng phan cirng va cac co ché nhw phan manh div
liéu hay kiém tra tinh toan ven; (i) Phan mém: thiéu cap
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tin nhay cdm nhuw théng tin ca nhan, y té,
hay tai chinh.

Ngoai ra, giao thirc loT thueng thiéu
tinh nang xac thwc manh mé, giup ké
tAn cong dé dang gid mao thiét bi hodc
Ira dao hé théng dé truy cap di liéu,
chiém quyén didu khién thiét bi. Nguy
co nay dac biét cao trong cac linh vyc
nhw y té, ha tng d6 thi théng minh va
cbng nghiép.

Dé giam thiéu cac méi de doa nay,
cac nha phat trién va quan Iy hé théng
. loT can ap dung cac giao thirc truyén

. g% i& ' thong manh mé, dam béo tinh an toan
: °5 ! cho di¥ liéu trong qua trinh truyén tai va
: T — oque || Hé théng phit hién : Iwu triv. SCr dung cac giaolth(yc ma hoa
: két néi [Pphéthien | quanly xam nhép IDS : manh, xac thwc hai yéu té va cap nhat
: KénhVLAN (| Mang oeihwona] riiro I, ' thuong xuyén la nhirng bién phap can
! \ - E ! g ' thiét dé cting cb hé théng loT.

- R : i ‘ :

2 e & ' Mot so giai phap bao mat cho heé théng
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Hinh 3. Phat hién xam nhap va giam sat an ninh [6].

nhat dinh ky lam 16 ra cac 16 hdng bao mat. Quan ly div
liu khéng an toan dan dén 16 thong tin ca nhan va nhay
cdm, dé bj s dung sai muc dich. Cac nha san xuét va
phat trién phan mém can tap trung vao giai phap bao mat
hiéu qua dé bao vé nguwoi ding va han ché méi de doa.

L& héng giao thirc truyén théng trong Internet van
vat

Nhirng 16 héng nay c6 thé bi ké tAn cong loi dung dé
nghe 1én, gia mao, hodc chiém doat thong tin. Mot s6 giao
thire truyén théng loT khédng méa héa di liéu day dd hodc
st dung cac thuat toan ma héa yéu, lam cho théng tin g
va nhan dé bj pha v&. Diéu nay dan dén rdi ro 16 théng

’ toan ma héa manh nhw AES (Advanced
Encryption Standard) va RSA (Rivest-
Shamir-Adleman) dé& bao vé dir liéu
trong qua trinh lwu trir va truyén tai;

ii) Phat hién xam nhap va giam sat an ninh: s dung

IDS (Intrusion Detection System-IDS) va SIEM (Security

Information and Event Management) dé phat hién va xt

ly sém cac méi de doa an ninh (hinh 3); iii) Quan ly danh

tinh va phan quyén: co ché quén ly danh tinh dé xac
thwe va Gy quyén ngwdi dung, ngdn chdn cac cudc tan
cbng gid mao; iv) B&o mat mang va twong Ikra: trién khai
twong Ira d& ngdn chén tan cong tir bén ngoai va kiém
soat lwu lwogng mang; v) Cap nhat phan mém dinh ky:
dam bao thiét bj loT luén cap nhat phan mém, firmware
va (rng dung mai nhat dé chéng 16 hdng bao mat; vi) Giai
phap ma hoa trong phan cing: st dung HSM (Hardware
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Security Module) hodc chip TPM (Trusted Platform
Module) @& bao vé khéa ma hoa va théng tin nhay cam;
vii) Giam sat va bao vé chdéng DDoS: trién khai giai phap
phong ngtra va dap rng cac cudc tn cong DDoS, gidm
thiéu anh huwéng dén mang loT. Céc giai phap nay cung
nhau xay dwng hé théng loT an toan, dam bao tinh toan
ven va bdo mat clia di¥ liéu, va chdng lai cac mdi de doa
an ninh phtrc tap.

Tuong lai ciia an ninh mang Internet van vat

Trong twong lai gan, cac thiét bj loT sé& gia tdng va
m& réng sang nhiéu linh viwc quan trong nhw giam sat va
phat hién cac nguy co bién dbi khi hau, gidm phat thai
khi nha kinh, & nhiém mai trwdng, an ninh quéc phong.
Mac du thach thirc khong nhé song nhirng tién bod cla
cbng nghé ma hoa lwong tk, internet lwong tk, Al hira
hen sé& hd tro cac thiét bi loT giam thiéu nguy co bi tAn
cobng. Cu thé: i)Tang cwong giam sat thiét bi: st dung
IDS va SIEM dé phat hién va phan (rng nhanh chéng
véi mbi de doa. Chia sé théng tin vé méi de doa an ninh
mang CTI (Cyber Threat Intelligence) gitp xay dung hd
so ké tAn coéng va cai thién kiém soat an ninh cho loT

TAI LIEU THAM KHAO

CONG NGHE, SAN PHAM VA bOI SONG

va Hé théng diéu khién cong nghiép (ICS); i) Thém tinh
nang bao mat: ma hoa toan bo dir liéu lwu trir va truyén
tai dé bao vé thong tin. St dung xac thuwc manh mé va
phan vung lwu lwong loT dé& quan ly hiéu qua cac méi de
doa an ninh; iii) Tuan tha cac tiéu chuan an ninh: tuan tha
khuyén nghi ctia Vién Tiéu chuén va Coéng nghé quéc gia
My (NIST) va cac tiéu chudn khac dé dam bao thiét bi loT
an toan va bao mat.

* *

Coéng nghé loT mang dén nhiéu lgi ich trong cac linh
vie nhw dé thi théng minh, y té, néng nghiép, san xuét...
Tuy nhién, sw phat trién nhanh chéng nay di kém voi
nguy co an ninh mang ngay cang cao. Cac cudc tan
coéng DDoS, botnet va 16 hdng bdo mat trong thiét bj loT
de doa dén tinh bdo mat cia di¥ liéu va hé thdng. Dé giai
quyét van dé nay, viéc dau tw vao cac giai phap bao mat
tién tién va tuan tha cac tiéu chuan quéc té 1a cuc ky can
thiét. Diéu nay sé gilp tdng cudng su tin twdng va dam
b&o an toan cho hé théng loT trong twong lai &

[11 A.A. Kamaris (2023), Cyber Security in Internet of Things, Master of Science in Law & Informatics, University of Macedonia,
Democritus University of Thrace, https://dspace.lib.uom.gr/bitstream/2159/28688/1/KamarisAthanasiosMsc2023.pdf, truy cap ngay

19/06/2024.

[2] M. Willett (2022), “The cyber dimension of the Russia-Ukraine war”, Survival, 64(5), pp.7-26, DOI: 10.1080/00396338.2022.2126193.

[3] B. Briggs (2019), “Hackers hit Norsk Hydro with ransomware. The company responded with transparency”, Microsoft, https://
news.microsoft.com/source/features/digital-transformation/hackers-hit-norsk-hydro-ransomware-company-responded-transparency, truy

cap ngay 19/06/2024.

[4] S. Peng (2018), “The real reason behind the TSMC cyber attack”, CommonWealth Magazine, https://english.cw.com.tw/article/

article.action?id=2194, truy cap ngay 19/06/ 2024.

[5] J.E.M. Diaz (2020), “Internet of things and distributed denial of service as risk factors in information security”, Bioethics in Medicine

and Society, IntechOpen, DOI: 10.5772/intechopen.94516.

[6] G. Thamilarasu, S. Chawla (2019), “Towards deep-learning-driven intrusion detection for the internet of things”, Sensors, 19(9),

DOI: 10.3390/s19091977.

TAP CHI

60 %%HI\%I:_IE S6 09 nam 2024

VIETNAM



